The paper describes the method of choosing the optimal strategy to implement security measures in a business organization. Strategies are categorized depending on time horizons, the history of threats and implemented security measures. Next, the method of choosing the optimal strategy for a business organization in a given context is outlined. Then this method is used to select the optimal strategy in a particular business context. The method is based on a deterministic time-based information security model, which was extended to a random model. With this simulation method, an organization can choose a strategy to implement security measures that best suits its needs. It is important for organizations to conduct an analysis of costs and threats in order to select appropriate safeguards.
Introduction
There are P business processes implemented in a business organization [12] . We analyze the actions of a business organization in T time periods during which a V number of threat types may occur [8] . Let If there appears no threat, the financial effect on the completion of the business process p in the time period t will be ( ) p L t .
In order to counteract the adverse effects of the occurrence of threats, an organization can implement an I number of types of safeguards [8] . Let to function. The organization allocates a ( ) Γ t sum of money for the implementation and maintenance of all safeguards in the time period t [8] .
The cost of the implementation and functioning of the i type safeguard in time period t is related to the business process p If in the time period n a decision was made to implement this safeguard, it is denoted by ( ) Moreover, the occurrence of threats to the time period t described as ( ) t  , using safeguards in accordance with the decisions described in the  matrix, reduces the financial effects of the business processes, which for the process p are denoted by ( ) ( )
The above quantities describing the functioning of a business organization at a hazard of information threats are presented in [5] , with additional properties outlined in detail.
The model is deterministic in nature, i.e.
the threats described by the ( ) T  matrix are considered as known a priori. In fact, the information on the risk of a threat is obtained on an ongoing basis, after the occurrence of threats. This entails that during the development of a safeguard management strategy we have to rely on incomplete information. In practical terms, statistical data on the prevalence of threats are often available to the general public. In this paper we treat 
Safeguard Implementation Strategy
Let c mean the number of time periods for which the organization stores data about When making decisions about the implementation of safeguards in subsequent time periods, a business organization analyzes its state, the history of threats and random variables describing future threats. At this point it is worth reminding that the description of the organization's state comprises:
• information about the time when each of the safeguards ceases to function,
• information about when each of the safeguards becomes operational, 
Sample strategies for this group include:
• no implementation of any kind,
• implementation of the most expensive safeguards only,
• implementation of the biggest number of safeguards,
• implementation of randomly chosen strategies with a fixed probability distribution. Strategies dependent on threat history but independent of anticipated threats constitute the second group. These strategies may take into account threat history for ( ) 
In the second case, all available history is taken into account in the decision-making process. Examples of strategies belonging to this group include:
• counteract threats that occur most frequently, 
For the first function, the anticipation horizon is fixed. Examples of strategies belonging to this group include:
• stay ahead of the most likely threats,
• stay ahead of threats that cause the most expensive losses
• stay ahead of threats with the greatest risk of occurrence [8] , [11] , [12] . The fourth group comprising strategies dependent on threat history and at the same time on the anticipated threats, is the most general group of strategies. These strategies may take into account threat history for
preceding time periods at a fixed and variable horizon. They can use threat anticipation for ( ) ' ≤ h t h time periods ahead at a fixed and variable horizon. Strategies belonging to this group can be represented as in (1) or as one of the following variants:
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Sample strategies belonging to this group involve being ahead of:
• the most likely threats among those that occurred most frequently,
• the most likely threats among those that caused the greatest losses,
• the most likely threats among those that have not occurred so far, • threats with the greatest risk of occurrence among those that caused the greatest losses,
• threats with the greatest risk of occurrence among those that have not emerged so far,
• threats with the greatest risk of occurrence among those that have occurred recently.
Optimizing the choice of strategy
Let E denote the number of possible strategies for safeguard implementation that an organization can apply. When taking into account several global measures simultaneously, the choice of the optimal strategy needs to account for polyoptimization. The relevant tasks can therefore be analyzed using a rich set of multicriteria optimization methods. Below, we list a few approaches equivalent to the ideal point method. An optimization task involving the choice of the optimal strategy can be formulated as follows:
-the vector of discrete random variables with values from the  set,
, that is the strategy the organization is to implement so as to: 
where  is the norm in the criterion space of the polyoptimization task.
In this task, point
is the ideal point, and ( On the basis of all simulations, the strategy to be chosen is the one which achieves average results closest to the considered ideal points. The number of simulation experiments should be established using methods of examining the adequacy of simulation experiments to the random variables. Assuming that we have the knowledge about the distributions of the degree of the occurrence of real threats and of threats observed during the simulation experiments, one can perform appropriate credibility tests of the obtained results, e.g. using a compatibility test (chi-square) [9] , and on that basis determine the required number of simulation experiments.
Implementation of the suggested method should be performed as follows: 
Sample business case
The following scenario presents a case in which the organization makes decisions about the choice of the optimal strategy from a set of acceptable strategies:
• "The most expensive". This strategy belongs to a group of strategies independent of threat history and independent of threat anticipation. It assumes implementing in each time period safeguards of the maximum permissible total implementation and maintenance costs and hoping that such protection will be most effective.
• "Stay ahead of threats with the greatest risk of occurrence". This strategy belongs to a group of strategies independent of threat history and dependent on threat anticipation. It is an attempt to protect the organization against those threats whose consequences are large, and which are highly likely to occur. For the purpose of selecting the optimal strategy in the above scenario two global measures are chosen. The first selected measure is the organization's budget ( ) , Γ T  described by means of recursion: 
Based on this measurement, a modern business organization is able to juxtapose its results against the results of organizations similar as regards, i.e. the type of activity, area of operation, number of employees, etc. (Benchmarking [3] ).
For the purpose of choosing the optimal strategy in line with the concept of the ideal point, the values of global measures were standardized. The need for normalization stems from the diversity of labels assigned to different criteria and different absolute values of these criteria. Therefore, some normalization was introduced to dimensionless quantities from 
The normalization of the ( ) 
 mean the number of threats causing losses in the best-case scenario with no threats at any time period, that is ( )
In this case 
, ,
In the following scenario, the occurrence of threats in each time period is equally probable; the possible occurrence of one of the threats will not cause big losses, but the occurrence of other threats can lead to large losses. The organization cannot begin the implementation of all safeguards at the beginning of the analyzed time period, because its budget does not allow this. The organization runs a business process involving the import of fees for insurance policies. The process brings financial effect of The norm (10) Based on the simulations, the organization should choose the strategy labeled as "Stay ahead of threats with the greatest risk of occurrence".
Conclusions
Modern organizations face a difficult decision when choosing safeguard management strategies. They need to account for the individual requirements, analyze the level of threat occurrence, and estimate possible financial losses. There is no reason not to apply hybrid strategies, e.g. use the "most expensive" strategy for the first few time periods, then the "stay ahead of threats with the greatest risk of occurrence" strategy and in the final phase the "nothing to implement" strategy. Any strategy can be analyzed in the same manner as the strategies discussed above.
The organization should determine:
• the range of permissible strategies,
• global measures that will be used to evaluate the strategies,
• way of selecting the optimal strategy in the case of the use of a number of global measures based on simulation experiments,
• the number of simulation experiments (the more experiments, the higher the reliability of the results obtained, but the longer the simulation).
Metoda symulacyjna wyboru optymalnej strategii bezpieczeństwa informacyjnego w organizacji biznesowej
A. CHOJNACKI, G. PIENIĄŻEK W artykule opisano strategie wdrażania zabezpieczeń w organizacji biznesowej. Strategie są sklasyfikowane w grupy według zależności od historii występowania zagrożeń oraz zależności od historii wdrażanych zabezpieczeń. Następnie przedstawiona jest metoda wyboru optymalnej strategii dla organizacji biznesowej, przy ustalonym kontekście. W kolejnym kroku wprowadzona metoda jest użyta do wyboru optymalnej strategii w przykładowym przypadku biznesowym. Metoda bazuje na deterministycznym, czasowym modelu bezpieczeństwa informacyjnego, który został rozszerzony do modelu losowego. Dzięki metodzie symulacyjnej organizacja może wybrać najlepszą, dla siebie, strategię wdrażania zabezpieczeń. Jest to istotne we współczesnych organizacjach, aby przeprowadzić analizę kosztów i ryzyka, w celu doboru odpowiednich zabezpieczeń.
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